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风险层级 具体威胁 典型案例

模型层 提示词注入，间接提示词注入，

提示词泄露等

利用间接提示词注入，通过邮件

窃取私钥

系统层 本地权限滥用、命令注入等 邮件自动删除，软件自动删除

网络层 WebSocket 劫持、Deep-Link 诱导

执行、᳡



5

ɹ ɺ

ɺ 2SHQ&ODZ
$,
ɺ

2SHQ&ODZ

2ɻ
$, ɺ2SHQ&ODZ
ɹ

ɺ

2SHQ&ODZ ɺ $, $JHQW
ɹ

ɺ 2SHQ&ODZ
ɹ

ɹ ɺ

ɺ

2SHQ&ODZ 6NLOOV
ɺ 2SHQ&ODZ

ɺ



6

3ɻ
$, ɺ

2SHQ&ODZ :HE6RFNက





8

ɺ

2SHQ&ODZ

2SHQ&ODZ ɺ2SHQ&ODZ
���������
������� ����� ɺ

$, $JHQW ɺ

2SHQ&ODZ
ɺ &9(�����������

2SHQ&ODZ *DWHZD\ :HE6RFNHW
FOL3DWK

ɺ

5&( ɺ

ɺ 2SHQ&ODZ
ɺ

$JHQW ɺ Y���������
2SHQ&ODZ ɺ

5ɻ
2SHQ&ODZ $, ɺ

&ODZ+XE ³$, ´ 6NLOOV ɺ

&ODZ+XE ²² *LW+XE ɺ $,
$JHQW 6NLOOV ɺ



9

&ODZ+XE 2SHQ&ODZ
ɺ $, 2SHQ&ODZ &ODZ+XE

ɺ ����
��� 6NLOOV ɹ

墀 䗭 㜆瀀伀 ᴬ ⻂俼伄 ㆔ ㉭ẜⶕ堀

ẜ 堀O



10

���� ��� ����
ɺ 6.,//�PG $3, ɹ

ɹ//0
ɺ

ɺ2SHQ&ODZ
ɺ

ɹ ɺ

ɺ

6NLOOV
ɺ

2SHQ&ODZ

VNLOOV
6KHOO :HE6RFNHW

$JHQW $3,
ɺ $,

ɺ



11

ɻ

1ɻ
�

Bash
# 绑定到本地地址，禁止 0.0.0.0
openclaw config set server.host "127.0.0.1"# 使用 VPN 或 SSH 隧道远程

访问，而非直接暴露端口

�

JSON
{"agents": {"defaults": {"sandbox": {"mode":
"al�
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