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CreateProcessWithLogon ' username "uac"’ domain

"is"" password "useless"DZ

a84044DD mou word pty [ebp+Username], ‘u’

B84 044E 6 push eax ; 1pProcessInformation

B84 BULETF lea eax, [ebp+Startupinfo]

084 B44LED push eax ; 1pStartupInfo

084 044FE push ebx ; lpCurrentDirectory

a84 04 4EF push ebx ; 1pEnvironment

B84 BLLF B pusch ebx ; duCreationFlags

084 044F1 push ebx ; lpCommandLine

084 044F 2 lea eax, [ebp+Username]

084 B44F8 push [ebp+1pApplicationHame] ; lpApplicationHame

a84 B4 4FB mouy word ptr [ebp+Username+2], 'a’
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1528 ; lpUsername a848!

1521 884 el
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— WSearch 8 A Searchindexer.exe,SearchProtocolHost.exe v . DZ M

360tray.exe(360)! ekrn.exe(ESET)!  kxetray.exe( w akw -
WSearch 8 DZ H ' DZ
360tray.exe’ WSearch 8 % DZ

A 2V Vista © H K R DZ
3'n & % DZ

A 1lv '

004012F1 push RT_BITHAP

004012F3 push 118

A04B12F5 push eax

B04B12F6 1ea eax, [ebp+var_194]
804812FC push eax

8a4812FD call loadcfqfromres
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COM IARPUninstallStringLauncher "D
UninstallString xcopy.exe msTracer.dll  system32 n DZ?
€ 64 ' U 360tray.exe ' H ' U rstray.exe!
ggpctray.exe’ P H ' K UAC DZ
rstray.exe! qgpctray.exe am' K +wusa.exe DZ
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K W = Dropper $ 1 R ' H
4y " o DZn temp0 & Loader ' s DZ
n W tempO tempO AV acess
DZ
1! Dropper’ Y DLL 5  tempO DZ
A1V 32 XP n ' tempO M system/srvlic.dll’ o
LanmanServer 8 DZanmanServer  svchost.exe srvsve.dll
srvsve.dll LoadLicensingLibrary a API srvlic.dll
DZ
T4FF75SE mow edi, offset aSrvlic dl1 ; “srulic.dll"
7UFF7563 push edi ; wchar_t =
TUFF7S 6L mow esi, eax
FUFF75606 call ds:wcslen
A2v 32  Window 7 n ' tempO % system/msTracer.dlIDZ
- Y WSearch SearchProtocolHost.exe  msTracer.dll
DZ
push offset aMWstracer_dll ; "msTracer.dll™
push BCh ; int
1lea ec¥, [ebp+lpFilename]

call sub_18a8p135
push [ebp+lpFilename] ; lpLibFileMame

call esi ; LoadLibraryW

A 3V n ' temp0 " H DZ
2'temp0 = o commonappdata/Intel/Runtime/n  fake!
acess ' " DZ 3wd n nam.

M System ' explorer.exe’ SearchProtocolHost.exeDZ
3 q * temp0 ' ' M Ox4E’
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0o M version.dll" tempO fake

6! acess 3

HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\x

xn  DisplayName g U 9 DZ
7o Uea n version.dll' DZ
tempO fake DZ H ' acess 0
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push
push
call
or
or
mov
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push
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call
add
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call
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lea
mou
call
lea
mou
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call
lea
lea
call

C&C |

ATz

“success'”
int

offset aSuccess
[ebp+arg_4]
sub_1888244Y4
[ebp+5rc], BFFFFFFFFh
[ebp+var_4], BFFFFFFFFh

esi, eax

eax, [ebp+irc]

82 : Size
eax s Src
esi : Dst
memcpy

esi, 8

offset akBo ; 'nBo"
esi : int

sub_ 18862444

O7 00 Q0 00 73 00 75 00 B3 00 63 00 8BS 00 T3 ®, SUCCES
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ExecCmfd_GetPlatformBits success  X86 B
8 tb FF o DZ

rdx, asuccess ; ""'success"
rox, rdi

sub_ 18882784

rdx, [rsp+3Bh+Src] ; Src

r8d, 8 : Size

rcx, Fax ; Dst

rbx, rax

[vsp+3Bh+3rc], BFFFFFFFFFFFFFFFFh
memncpy

rce, [rhx+8]

rdx, akél ; Reht

sub_1880627BY4

64 ' Dropper 64 fake success  X64DOY
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X Secretkey' = . Ox5E2A5642° Magic(0xC7315A6B)
B DZ ' Magic(0xC7315A6B)
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* makecab.exe /V1 "C:\Users\<USERNAME>\AppData\Local\Temp\msTrager.dll"

"C:\Users\<US i~ WE>\AppData\Local\Temp\msTracer.dll.msu“
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/extract:C:\Windows\systeg 1743

ﬁﬂ msTracer dllmsu
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0an%20intelligance-driven%20approach%20t0%20cyber%20defense.pdf

2" https://public.gdatasoftware.com/Presse/Publikationen/Whitepaper/EN/GDATA _
TooHash_CaseStudy 102014 EN_v1.pdf


https://hitcon.org/2016/pacific/0composition/pdf/1202/1202%20R0%200930%20an%20intelligance-driven%20approach%20to%20cyber%20defense.pdf
https://hitcon.org/2016/pacific/0composition/pdf/1202/1202%20R0%200930%20an%20intelligance-driven%20approach%20to%20cyber%20defense.pdf

